REDbejs

2. workshop (draftO)




Opakovani 1. workshopu

- Virtualni adresa

- Opkod instrukce, primarni opkdd, REX prefixy
- Instrukce, mnemonic, operandy

- VVSeobecne registry, EIP, RIP, EFlags

- Volani funkce

- Zaklady OllyDbg, x64dbg

- Zakladni instrukce

- Hlavni volaci konvence



L
Podklady

- wiki.base48.cz/REbejs

- Nebojte se reverzniho inzenyrstvi |.
- Nebojte se reverzniho inzenyrstvi |l.
- Nebojte se reverzniho inzenyrstvi lll.
- X86asm.net/links

- ref.x86asm.net/coder32.html

- ref.x86asm.net/coder64.html



http://wiki.base48.cz/REbejs
http://sec-cave.cz/2015/10/nebojte-se-reverzniho-inzenyrstvi-i/
http://sec-cave.cz/2015/11/nebojte-se-reverzniho-inzenyrstvi-ii/
http://sec-cave.cz/2016/01/nebojte-se-reverzniho-inzenyrstvi-iii/
http://x86asm.net/links/
http://ref.x86asm.net/coder32.html
http://ref.x86asm.net/coder64.html

Domaci ukoly

- Cracknuti crackme1 podle navodu

- Cracknuti jinym zpusobem

- Zména CMP na SUB a jeji dusledky

- Prepsani crackme1 do vyssiho jazyka

- Nejkratsi kod na vycCerpani pameéti zasobniku



2. workshop - temata

- Crackme #2 by RubberDuck

- + opkody instrukci

- + X64

- + X64 verze crackme #2: crackme2 x64.zip

- Pamétovy model aplikace na Windows

- Mody, v kterych procesor muze bézet (TODO SMM rootkit
zjistit, co a jak)

- Ochrana pameéti, virtualni pamét

- Stack, heap, entry point, kdd, data, TEB (TIB)

- Binarni format instrukce

- Orientace v manualech procesoru

- Vyhledavani na MSDN



http://wiki.base48.cz/images/3/33/Crackme2_x64.zip
https://en.wikipedia.org/wiki/Win32_Thread_Information_Block
https://msdn.microsoft.com/en-us/default.aspx

1. workshop - nastroje

- 32bitovy debugger OllyDbg
- OllyDbg 2.01

- 64bitovy debugger x64dbg
- Xx64dbqg snapshot 2016-01-21 02-44



http://www.ollydbg.de/odbg201.zip
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download

Crackme #2 by RubberDuck

C:\>crackme_2.exe
Crackme #2 by RubberDuck

Insert password: dunno

No. This 1sn't good password.. :(
C:\>




OllyDbg — crackme?2.exe

* OllyDbg - crackme_2.exe - [CPU - main thread, module crackme_2]
. File View Debug Trace Plugins Options Windows Help

S| w{n] s %34 (0] L] e v w] c|R{ K] BMIH| =

06401000 [T N push -8B StdHandle = STD_OUTPUT_HANDLE  “|Registers (FPU) A
00401002|| - E8 A3000000 |call <jmp.Zkernel32.GetStdHandle> |LKERNEL32.GetStdHandle EnX N2FOBEBO

eeyeieer A3 95304000 mov [403095],eax ECX 004810608 crackme 2.<Mod
e048100C 6A F6 push -©A StdHandle = STD_INPUT_HANDLE EDX 68481888 crackle-2_<Hod|
00408106E E8 97000080 |call <jmp.&kernel32.GetStdHandle> |LKERNEL32.GetStdHandle EBX 7FFDEGG® -
06401013 A3 99304000 mov [4063099],eax ESP B019FF84

oo401018 6A 66 push © Reserved = © EBP ©019FF94%

0040101A 68 8D304000 push offset 0040308D pWritten = crackme_2.40308D -> € |EsT 90401000 crackme 2.<Mod
0040101F 68 2B066OOO |push 2B Count = 43. EDI 864081888 crackleZZ.(Hod
00401024 68 00304080 | push offset 80463000 Buffer = “Crackme #2 by RubberDuckEFinsert |

00401029 FF35 9530400(push dword ptr [483895] hConsole = NULL EIP 06401006 crackme_2.<Mod:
0040102F E8 82006000 |call <jmp.&kernel32 WriteConsoleA> “KERNEL32.WriteConsolef C 8 ES 802B 32bit B(FFFFFFI
66401034 6A 66 push 8 P 1 CS 0823 32bit O(FFFFFF
00461036 68 91364000 |push offset 00463091 A ©® SS 062B 32bit B(FFFFFF
06401038 68 14000000 push 14 Z 1 DS 062B 32bit O(FFFFFFI
00401040 68 77304000 push offset 00403077 $ 8 FS 0653 32bit TFFDDOES®
004081045 FF35 9930408¢ push dword ptr [4063099] T O GS 002B 32bit O(FFFFFF
oe40104B E8 600606000 call <jmp.&kernel32.ReadConsoleA> |Jump to KERNEL32.ReadConsolefl D e

00461050 68 62304000 push offset 00463062 String2z = "Bad password bad day’ |p 9 |LastErr 00808832 ERROR
00401055 68 773064000 push offset 00463077 I:String1 ’
0646185A ES 50800008 |call <jmp.&kernel32.lstrcmpA> KERNEL32.1strcmp EFL 06000246 (NO.NB.E.BE,NS
004081065F 85Ce test eax,eax STO empty 6.0

06401061 . ™ 1E jz short 66461081 ST1 empty 0.0

00401063 6A 00 push @ Reserved = © ST2 empty 6.0

00401065 68 8D304000 push offset 0040308D peritten = crackme_2.48308D -> €,|5T3 empty 6.8

Stack [0019FF88]=0 ~|ST4 empty 6.0

Imm=FFFFFFF5 (decimal -11.) v|STS empty 6.6 v
Address |Hex dump ascr1 (ansI - st{ - [CXXELGEXN [ 74A53744 D7at RETURN to KERNEL32.Base ~
06403000 |43 72 61 63 6B 6D 65 20|23 32 20 62|79 20 52 75|Crackme #2 by Ru| |@819FF83 | ~7FFDEGBS alFa

06403010 |62 62 65 72 44 75 63 6B 6A OD 49 6E 73 65 72 74 bberDuckPFInsert| |BB19FF8C | 74A53720| 7at KERNEL32.BaseThreadInit
0040302020 70 61 73 73 77 6F 72 64 30 00 47 6F 6F 64 20| password:aGood 8019FF98 || A2FEBEBE | YI-6

00403030 |6A 6F 62 20 63 72 61 63 6B 65 72 21|26 3A 29 00|job cracker! :)a| |0019FF9%|| 8819FFDC gala

90403040 |4E 6F 2E 20 54 68 69 73|20 69 73 6E 27 74 20 67|No. This isn't g| [©O19FF98 “-TT7T149ES4 T*Yw RETURN to ntdll.T7T7149ES
00403050 |6F 6F 64 20 70 61 73 73|77 6F 72 64 2E 2E 20 3A|ood password.. 8619FF3C | ~7TFFDEGOO | alFa

00403060 |28 00 42 61 64 20 7O 61|73 73 77 6F 72 64 20 62|(aBad password b| [©O19FFA8 | 94DOBECD =zdd

00403070 |61 64 20 64 61 79 60 60 60 00 00 00 00 00 00 00| ad dayaaaaaaaaaa|, gg]iifgz 006060806 | aaaa .
Module <Mod_54055 [anonymous) [ [Paused




crackme2.exe — 1. instrukce PUSH

- 00401000 6A F5 PUSH -0OB

- ref.x86asm.net/coder32.html#x6A

- 6A PUSH (sign extended) immS8

- imm8: 8bitova immediate value

- Takze jinak (velikost polozky na zasobniku je DWORD):
- PUSH FFFFFFF5

- Je to prvni parametr volani WinAPI funkce
GetStdHandle()



http://ref.x86asm.net/coder32.html

L
GetStdHandle()

- MSDN: Retrieves a handle to the specified standard
device (standard input, standard output, or standard

error).
HANDLE WINAPI GetStdHandle (

_In DWORD nStdHandle

) ;
- Potrebujeme navratovou hodnotu HANDLE
- winnt.h (Microsoft SDKs):
- typedef void *HANDLE;

- Volaci konvence stdcall: navratova hodnota je v EAX, ta
je ulozena pomoci nasledujici instrukce na pozdeji


https://msdn.microsoft.com/en-us/library/windows/desktop/ms683231(v=vs.140).aspx

crackme?2.exe — 3. instrukce MOV

- 00401007 A3 95304000 MOV [403095], EAX

- ref.x86asm.net/coder32.html#xA3

- A3 MOV moffsl6/32, eAX

- Opkody A0-A3

- specialni forma MOV mezi AL/AX/EAX a paméeti

- Registr eAX (tzn. AX nebo EAX):

- accumulator, historicky optimalizovany pro Casty pristup

- Spousta opkddu podporujicich accumulator, umoziujicich
kratsi kddovani instrukci (viz treba 0x04, 0x05, 0x0C, ...)

- Dédictvi historie, dnes nema podstatny vyznam
- moffs - memory offset: konstatni hodnota adresuje pameét



http://ref.x86asm.net/coder32.html

Crackme?2.exe — 3. instrukce MOV

- MOV [403095], EAX

- 0x403095 = 4206741 = nezarovhana pamet pri ukladani
DWORD hodnoty

- Architektura x86 nevynucuje zarovnani pameti na urcitou
hodnotu

- Pripomenuti: 64-bit Windows vynucuje zarovnani
zasobniku na 16 bytu



D
crackme2.exe — 10. a 11.. instr. PUSH

-+ 00401024 68 00304000
PUSH OFFSET 00403000

-+ 00401029 FF35 95304000
PUSH DWORD PTR [403095]

- ref.x86asm.net/coder32.html#xFF

- Skupina ruznych instrukci
-FF /6 PUSH r/ml6/32

- ModR/M byte 0x35
- DWORD PTR: oznaceni velikosti odkazované hodnoty



http://ref.x86asm.net/coder32.html

crackme2.exe — porovnani hesel

-WriteConsoleA () : vypiSe vyzvu k zadani hesla
- ReadConsoleA () : precCte zadane heslo
- 1strcmp () : WInAPI funkce porovnavajici retezce,

podobna funkci ze standardni C knihovny

int WINAPI lstrcmp (
In LPCTSTR 1lpStringl,

In LPCTSTR 1lpStringZ

) ;

- If the strings are equal, the return value is zero.”



crackme2.exe — vyhodnoceni hesla

- 85C0 TEST EAX, EAX

- Zvlastni pripad na vyhodnoceni nulové hodnoty v registru
- Opkody 84 a 85: TEST r/m, r

- ModR/M byte C0

- TEST: logical compare

- TEST nemeni zadny operand

- Operace TEST = operace AND

- TEST nastavuje Sest stavovych pfiznaku, viz:

- Smysl davaji tri: SF, ZF a PF

-0 AND 0 =0 — nastavi se ZF




crackmel.exe — vyhodnoceni CMP

- crackmel:

83F8 01 CMP EAX, 1

74 0OC JE SHORT 00401016
- crackme?2:

85C0 TEST EAX, EAX

74 1E JZ SHORT 00401081

- TEST EAX, EAX ma kratSi opkdéd nez CMP EAX, O

- Zajimavost: OllyDbg disassembler vyhodnotil, ze

LI "W 40 |



Shrnuti instrukci

- MOV

- CMP, SUB

- TEST, AND

- JE, Jcc

- JIMP

- PUSH

- CALL

- Adresace pameéti pomoci [moffs] a [disp32]
- INT3

- NOP

- ADD [EAX], AL



Crackme #2 (x64) by RubberDuck

C:\>crackme2 x64.exe
Crackme #2 (x64) by RubberDuck

Insert password: rebejs!

No. This isn't good password.. :(
C:\>




x64dbg — crackme2_x64.exe

¥ x64dbg - File: crackme2_x64.exe - PID: 1780 - Module: crackme2_x64.exe - Thread: 2384 - X
File  View Debug Plugins Options Help Jan 21 2016
COE S0 ¥t EDemglRocsw PSP L EO9ER REO
E cru |} Log (1] Notes ® Breakpoints =8 Memory Map L)' Call Stack lo| Seript & symbols <> Source - References 'S Threads < Snowman
EE—| [ 48 83 EC 08 sub rsp, & ~ || wide FrU ]
00007FF605491004| 48 83 EC 20 sub rsp,20
+| 00007FFE05491008| BY F5 FF FF FF mov_ecx,FFFFFFFS5 RAX  0000000000000000
= || 00007FFE60549100D| EB 3C 01 00 00 <crackme2_x64.GetstdHandle> RBX  00007FF505491000 <crackme2_x64. EntryPoint>
« | 00007FF605491012| 48 83 c4 20 20 RCX  000000DE7C1E32000
« | 00007FFE05491016| 48 8% 05 7E 20 00 00 mov gword ptr ds:[7FF605493098],rax RDX 00007FF605491000 <crackmez_x64. EntryPoint>
+ | 00007FFE0549101D| 48 83 EC 20 sub rsp,20 REP  0000000000000000
+| 00007FFE05491021| B9 F6 FF FF FF mov_ecx,FFFFFFFE RSP 0O0OQOOE7CICFFESS
« | 00007FFGE05491026| E8 23 01 00 00 <crackme2_x64.GetstdHandle> RSI  000000E7C1B32000
« | 00007FF605491028| 48 83 c4 20 rsp,20 RDI  0D0D0ODE7C1E22000
« | D0D07FFE0549102F| 48 89 05 6D 20 00 00 mov qword ptr ds:[7FF6054930A3],rax
« | 00007FF6E05491036| 48 83 EC 30 sub rsp,30 RE 000000EFC1E32000
«| 00007FFA05491034| 48 8B 0D 5A 20 00 00 |mov rcx,qword ptr ds:[7FF605493098] RO 0000000000000000
« [ 00007FF605491041| 48 BA 00 30 49 05 F6 7Amovabs rdx,crackme?_x64.7FF605492000 7FF605493000: "Crackme #2 (x64) by Rubberbuck\n\rinsert rR10 0000000000000000
+ | 00007FFE05491048| 41 B8 31 00 00 00 mov rad,31 R11  0000000000000000
+ | 00007FFE05491051| 49 B9 93 30 49 05 F6 7Rmovabs r9,crackme2_x64.7FF605493093 R1Z  0000000000000000
« | 00007FFE05491058| 48 €7 44 24 20 00 00 0Qmov qword ptr ss:[Irsp+20[,0 R13  0000000000000000
+ | 00007FF605491064| E8 F1 00 00 0O <crackme2_x64.writeConsoleas rR14  0000000000000000
+ | 00007FFE05491069| 48 83 c4 30 rsp,30 R15  0000000000000000
+ | 00007FF60549106D| 48 83 EC 30 sub rsp,30
« | 00007FFE05491071| 48 88 0D 28 20 00 00 mov rcx,qword ptr ds:[7FF60549304a3] RIP 00007FFB05491000 <crackmez_x64. EntryPoint>
+ | 00007FF605491078| 48 BA 7D 30 49 05 F6 7Rmovabs rdx,crackme2_xé4.7FF60549307D
+ | 00007FFE05491082| 41 B8 14 00 00 00 mov ra&d,14 RFLAGS  0000000000000244
« | 00007FFE05491088| 49 B9 97 30 49 05 F6 7Hmovabs r9,crackme2_x64.7FF605493097 ZF1 PF1 AF O
[ 00007FFG05491092| 48 €7 44 24 20 00 00 OQmov gword ptr ss:[rsp+20[,0 OF 0 sFO0 DFO
«||00007FFE05491098| EB B4 00 00 00 <crackme2_x64.ReadConsoleA> CFO TFO IF1
+ | 00007FFE05491040| 48 83 c4 30 rsp,30
« | 00007FF605491044 | 48 83 EC 20 sub rsp,20 Lasterror 00000032 (ERROR_NOT_SUPPORTED)
« | 00007FFE05491048| 48 BS 7D 30 49 05 F6 7Hmovabs rcx,crackme2_x64.7FF60549307D
= || 00007FFE054910B2| 48 BA 68 30 49 05 F6 7Amovabs rdx,crackme?_x64.7FF605493068 7FF805493068: "Bad password bad day” G5 002B  F5 0053
« || 00D07FFE054910BC| EB 9F 00 00 00 <crackme2_x64. Tstremps ES 002B D5 002B
« | 00007FF6054910C1| 48 83 c4 20 rsp,20 Cs 0033 55 0028
«||00007FFE054910C5| B5 CO Test eax,eax
+ | 00007FF6054910C7 | 74 39 je crackme2_x64.7FF605491102 x87r0 00000000000000000000 STO Nonzero O.000000000000000000
i «[00007FFE054910c9| 48 83 EC 30 sub rsp,30 x87rl 00000000000000000000 ST1 Nonzero O.000000000000000000
i «|00007FFGEO54910cD| 48 8B 0D €7 1F 00 00 |mov rcx,quord ptr ds:[7FF605493098] x87r2 00000000000000000000 ST2 Nonzero O.000000000000000000
! «[ 00007FFE054910D4| 48 EA 46 30 49 05 F6 7Hmovabs rdx,crackme2_x64.7FF605492046 7FF605493046: "No. This isn't good password.. :(" x87r3 00000000000000000000 ST3 Nonzero O.000000000000000000
i «[00007FF6054910DE| 41 B8 22 00 00 00 mov rad,22 x87r4 00000000000000000000 5T4 Nonzero 0.000000000000000000
i «[00007FFE054910E4| 49 BY 93 30 49 05 F6 7Rmovabs r9,crackme2 x64.7FF605493093 x87r5 00000000000000000000 ST5 Nonzero O.000000000000000000
| «[00007FFG054910EE| 48 €7 44 24 20 00 00 0Qmov gword ptr s5:[rsp+200,0 ¥ || x87r6 00000000000000000000 ST6 Nonzero O.000000000000000000
HE P > X87r7 00000000000000000000 ST7 Nonzero O.000000000000000000
rSp=E7CICFFESE x87Tagword 0000
. x87TW_0 0 (Nonzero) x87Tw_l1 0 (Nonzero)
. Text:00007FF605491000 crackme2_x&64.exe:$1000 #400 <EntryPoint> XB7TW. 0 (Nonzero) xB7TW_3 0 (Nonzero)
e e
[SZF ] 00007FFC96038102 [return to kernel32.00007FFC
Dump 1 _ {DumpiZ S i S S Cy 6L B DT 5 OO00DOE /C1CFFEBD| D0D000O000000000 ~
Address Hex ASCII A ||| 000000E7C1CFFEGS | 0000000000000000
|'00007FFC989F1000|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| eueeernuenneennn 000000E7C1CFFET 0| 0000000000000000
00007FFC989F1010(48 89 5C 24 |10 48 89 6C |24 18 48 89|74 24 20 57 (H.\§.H.1§.H. TS W 000000E7C1CFFET ] 0000000000000000 .
00007FFC989F1020 (41 54 41 55|41 56 41 57 |48 83 EC 30|48 83 21 00|ATAUAVAWH.I0H.!. 000000E7C1CFFESD| 00007FF605491000 | crackme2_x64. EntryPoint
00007FFC989F1030|49 8B DI 4C |88 EOQ 85 D2|OF 85 D1 D7 |OA 00 4D 85|I.0L.&.0..FRx. .M. 000000E7C1CFFESS | 00007FFCIBAAC264 |return to ntdll. 00007FFCIBA
00007FFCO989F1040|C0 OF 84 CB|D7 DA 00 48 000000E7CL1CFFESO| 00007 FFCO960380E0 | kernel32. BaseThreadInitThun
00007FFC989F1050 |48 B8 BC 24|80 00 00 00 000000E7C1CFFESE | 0000000000000000
00007FFC989F1060|00 48 3B FB|OF 82 A5 D7 000000E7CICFFEAD 0000000000000000
00007FFC989F1070|00 00 00 8O (48 3B F8 OF 000000E7C1CFFEAS| 0000000000000000
00007FFC989F1080|FF 44 8D 4A (01 48 85 €3 000000e7C1CFFEED| 0000000000000000
00007FFC989F1090 |47 FF 48 85|C7 OF 85 1F 000000E7C1CFFEES | 0000000000000000
00007FFCI989F10A0(C1 00 FO FF|FF 45 8B F9 000000E7CICFFECO | 0000000000000000
00007FFCO989F10B0|CO 48 F7 F7 [4C 8D 24 40 000000E7C1CFFECE| 0000000000000000
00007FFCO89FL0CO| 81 €4 FF OF (00 00 4D 03 |EQ0 4C 23 E1 |48 3B DF 73|.Ay...M.3aL#aH;Rs 000000e7C1cFFEDOD| 0000000000000000
00007FFC989F10D0| 0B 48 03 CO|45 03 F9 48|38 C7 72 F5 |45 88 F7 45|.H.AE.UH;CrdE.<E 000000E7C1CFFEDE | 0000000000000000 ©
00007FFC989F10E0|32 €O 49 C1|E6 05 49 80|96 2F 10 00|00 48 23 Dl |3ATA=.I../...H&#M 000000E7C1CFFEED | 0000000000000000
00007FFC989F10F0|48 8D 4C “& LA vl < >
Command:‘ |Defau|t =

Paused | INT3 breakpoint "entry breakpoint” at 00007FF605491000!

Time Wasted Debugging: 0:00:11:11



x64dbg — nastaveni eventu

. Settings 4

Events Engine Exceptions Disasm Misc

Break on:

[ ] System Breakpoint™ [ ] DLL Load

[ ] TLS callbacks® [ ] DLL Unload
Entry Breakpoint™ [ ] Thread Start
[ ] DLL Entry [ | Thread End
Attach Breakpoint [ | Debug Strings

[ ] Thread Entry

Save Cancel




Domaci ukoly

1. Cracknete crackme?2 (x86 | x64), jakobyste neznali
heslo



