REDbejs

1. workshop (draftO)




Pojeti workshopu

- 1x 14 dni

- Rychle a prakticky

- Teorie az pozdeji

- Podrobny slidy s klikacima URL ke stazeni na wiki
- Trochu ARM

- Crackme: jednoucelovy program pro reverzovani, bez
toho postrada smysl|

- Podékovani RubberDuckovi



L
Podklady

- wiki.base48.cz/REbejs

- Nebojte se reverzniho inzenyrstvi |.
- Nebojte se reverzniho inzenyrstvi |l.
- Nebojte se reverzniho inzenyrstvi lll.
- X86asm.net/links

- ref.x86asm.net/coder32.html

- ref.x86asm.net/coder64.html



http://wiki.base48.cz/REbejs
http://sec-cave.cz/2015/10/nebojte-se-reverzniho-inzenyrstvi-i/
http://sec-cave.cz/2015/11/nebojte-se-reverzniho-inzenyrstvi-ii/
http://sec-cave.cz/2016/01/nebojte-se-reverzniho-inzenyrstvi-iii/
http://x86asm.net/links/
http://ref.x86asm.net/coder32.html
http://ref.x86asm.net/coder64.html

L
1. workshop - temata

- RubberDuckuv serial — prvni tfi dily

- + opkody instrukci

- + X064

- + X64 verze crackme #1: crackmel x64.zip



http://wiki.base48.cz/images/b/b6/Crackme1_x64.zip

1. workshop - nastroje

- 32bitovy debugger OllyDbg
- OllyDbg 2.01

- 64bitovy debugger x64dbg
- Xx64dbqg snapshot 2016-01-21 02-44



http://www.ollydbg.de/odbg201.zip
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download
http://sourceforge.net/projects/x64dbg/files/snapshots/snapshot_2016-01-21_02-44.7z/download

L
Crackme #1 by RubberDuck

i Please patch me! :(




OllyDbg — crackmel.exe

.Eile View Debug Trace Plugins Options Windows Help mmm

S{a4x] w|+|n] bi# 0 AU L]E]Mw T]c|R].|x| B/MH Z

LEGIEELE] S B8 00000000 mov eax, © * |Registers (FPU) il
ee4e1005|) - 83F8 @1 cmp eax, 1 SlEAX 76B63378 kernel32.BaseThreadInitThunk
ee481008|| -, 74 BC je short 98481816 ECX 66668688
eeseleen|| - B8 14304000 mov eax, offset 0O40301% ASCITI "Please patch met! :-(” EDX (804081808 crackmel . (HoduleEntryPoint>
0040106F || - B9 30000008 mov ecx, 30 EBX TEFDEG88
eoue1014|| -, EB BA jmp short 06401020 ESP 8018FFSC
oeu4e1e1&|| > BE& 00304008 mov eax, offset 064830600 ASCII "Congrat reverser :)~ EBP 8018FF394
0048101E|| - B9 09BOOE0 | mov ecx, O ESI 000608608
eeieleze || > 31 push ecx Type EDI 66806000
00461021 || - 68 28304000 push offset 00403028 Caption = "Crackme #1 by RubberDuck” ) =
oeue1826|| - 56 push eax Text EIP 00401000 crackmel.{(ModuleEntryPoint> W
oeuei1e27|| - ©A 09 push @ hOwner = NULL C 8 ES 602B 32bit O(FFFFFFFF)
00401029|| - ES OE000000 call <jmp.&user32.HessageBoxA> USER32 . MessageBoxA P 1 CS 8823 32bit O(FFFFFFFF)
8040102E || - 6A 88 push 8 ExitCode = 8 A © S5 6928 32bit O(FFFFFFFF)
604601030 |- E8 01000000 call <jmp._&kernel32 ExitProcess> KERNEL32.ExitProcess Z 1 DS 082B 32bit B(FFFFFFFF)
8481035 - CC int3 $ 8 FS 8653 32bit TEFDDE®S(FFF)
80401036 | $- FF25 0020400¢ jmp [<&kernel32.ExitProcess>] T O GS e02B 32bit O(FFFFFFFF)
8040103C| §- FF25 0820400¢ jmp [<&user32.MessageBoxA>] D@
06401042 0668 add [eax], al 0 8 LastErr 60600800 ERROR_SUCCESS L
00401044 :T:] db 80
20401045 a8 db 68 EFL 8068688246 (NO.NB,E,BE,NS,PE,GE,LE)
00401046 0g db 80 STO empty 6.0
00401047 T db 00 ST1 empty 0.0
00401048 T db 00 ST2 empty 6.8
06401049 :1:) db_©8 “{5T3 empty 0.0

“|5T4 empty 0.0

- STS empty B8.8

7|sT6 empty 9.8

STT empty 8.8

- 3 2 1A ESPuUuNnzngiy
fddress |Hex dump ASCII (ANSI - Ce - LTI [ 76B6338a | 03fv RETURN to kernel3z.76B6338A -
00403000 |43 6F GE 67|72 61 74 20 72 65 76 65|72 73 65 72|Congrat reverser £l @618FF98 | T7EFDEGOS |a0F™
00403010|20 3A 29 68|56 6C 65 61 73 65 20 70|61 74 63 68| :)aPlease patch 6818FF34| BO18FFD4 daTa
004063026 (206 6D 65 21 26 3A 28 00 43 72 61 63|6B 6D 65 26| me! :(aCrackme 0018FF98| T76EITF2| 5 w RETURN to ntdll.776897F2
00403030|23 31 20 62|79 20 52 75 62 62 65 72|44 75 63 6B|#1 by RubberDuck ©018FF9C| 7EFDEGOS |a0F™
00463040 |60 00 60 00 00 60 0O 60 60 60 00 00|00 0O OO OO|aaaaaaaaaaaaaaaa B8018FFAB | TEIBY32B|+CTu
06463056 |60 60 60 60 06 60 60 60 60 0O 00 60 00 B0 DO OO |aaaaaaaaaaaaaaaa 0018FFA4| 00600000 aaaa
0646306660 00 60 ©0 00 60 60 00 OO 0O 00 60 00 B0 PO OO |aaaaaaaaaaaaaaaa 0018FFA8| 00000000 aaaa
06403076|00 00 60 00 00 60 00 00 60 0O 00 00 08 B0 OO OO |aaaaaaaaaaaaaaaa 8818FFAC| TEFDEBOB | a0F™
06463036 |60 60 60 60 60 60 69 0O 60 0O 60 6/ AA B0 PP OO |aaaaaaaaaaaaaaaa 6018FFBB| 00000008 aaaa
06040309660 00 60 00 00 60 69 00 60 O 00 69 00 B0 6O OO |aaaaaaaaaaaaaaaa 0018FFB4| 00000008 aaaa
0646300060 66 60 66 |00 6O OO 60 60 60 00 00|00 OO OO OO|aaaaaaaaaaaaaaaa 6018FFB8 | 000800000 | aaaa
0040308660 00 60 00 00 60 0O 60 60 6O 00 00|00 0O 00 OO|aaaaaaaaaaaaaaaa 8618FFBC| BO18FFAB |&aTa
004630C6 |60 60 60 60 06 60 60 60 OO 06 60 00 00 B0 DO OO |aaaaaaaaaaaaaaaa 6018FFCE| 00000000 aaaa
06403006 |00 60 60 60 60 60 00 00 60 06 00 00|00 00 00 06 | aaaaaanaaaaaaaaa 80818FFC%| FFFFFFFF aaaa End of SEH chain =
064030E6 |60 00 60 00 00 60 60 00 60 0O 00 00 00 B0 OO OO |aaaaaaaaaaaaaaaa ~|@018FFC8| 77643885 GU8dw SE handler ~

Maodule 'C:\Windows'system32\ IMM32.DLL' ‘Paused



D
crackmel.exe — 1. instrukce MOV

- 00401000 B8 00000000 MOV EAX, O

- 1. sloupec — virtualni adresa 00401000

- 2. sloupec — operacni kod — opcode B8 00000000
- 3. sloupec — instrukce MOV EAX, O

- OllyDbg disassembler: Intel syntax, MASM pfichut

- OllyDbg AT&T syntaxe:
MOVL $0, $%EAX



1. Instrukce podrobne

-B8 00000000 MOV EAX, O

- Mnemonic MOV

- Cilovy 32bitovy operand EAX

- Zdrojovy 32bitovy operand 0x0

- Jednobajtovy primarni opkod 0xB8

- ref.x86asm.net/coder32.html#xB8

- Skupina opkdédu B8+r MOV rl6/32, immlé6/32
- 32bitova konstanta 0x00000000

- Intel ji fika immediate value



http://ref.x86asm.net/coder32.html#xB8

|A-32 general-purpose registers

- Osm 32bitovych vSeobecnych registri, kdd 0-7 (3 bity)
EAX ECX EDX EBX ESP EBP ESI EDI
0 1 2 3 4 5 6 ]

General-Purpose Registers

31 1615 87 0 16-bit 32-bit
AH AL AX EAX
BH BL BX EBX
CH CL CX ECX
DH DL DX EDX
BP EBP
S| ESI
DI EDI
SP ESP




General-purpose registers - priklady

« EAX = 44332211 — 32 bitu, velikost DWORD

- AX: 2211 — 16 bitl, velikost WORD
- AL: 11 — dolnich 8 bitu, velikost BYTE
- AH: 22 — hornich 8 bitu, velikost BYTE

- EBP = 40302010
- BP: 2010

- Horni WORD nema nazev a nejde ho adresovat

- Pozn. 4 bitum (pulbaijt) se fika nibble



D
Crackmel.exe — 2. instrukce CMP

- 00401005 83F8 01 CMP EAX, 1
- Mnemonic CMP
- Cilovy 32bitovy operand EAX
- Zdrojovy 32bitovy operand 0x1
- Jednobajtovy primarni opkod 0x83
- ref.x86asm.net/coder32.html#x83
- Skupina opkdédu 83
- ModR/M byte F8 = 11111000bin
- zatim to vic neresime
- 8bitova prima (immediate) hodnota 0x01



http://ref.x86asm.net/coder32.html#x83

Skupina opkodu 0x83

Osm arithmetickych a logickych instrukci

Operandy: r/ml6/32, imm8

Viz taky opkody 80, 81
83 0 L|aDD r/ml6/32 imm8
83 1|03+ L|oR r/ml6/32 imm8
83 2 L|&aDC r/ml6/32 1mm8
83 3 L|SEE r/ml6/32 imm8
83 4|03+ L|aND r/ml6/32 imm8
23 5 L|SUE r/mle/32 imm#A
83 6l03+ L|XOR r/mle/32 imm8A
83 7 CME r/mle/32 1mm8




2. Instrukce podrobne

- CMP: compare two operands

- CMP nemeéni zadny operand

- Operace CMP = operace SUB

- SUB: subtract two operands

- SUB EAX, 1: EAX=EAX -1

- CMP nastavuje Sest stavovych priznaku (status flags):
CF, PF, AF, ZF, SF, OF

- Viz instrukCni reference:

CMP |r..|"'m_‘lEf32 |:|_mrrLE | | | | 0..3zapc

- Priznaky jsou ulozeny v registru EFlags



L
Registr EFlags, operace CMP

- Sest stavovych pFiznak(l v bitech 0, 2, 4, 6, 7 a 11
- Hromada jinych, ty ted neresime

- CMP nastavi ZF (Zero Flag), pokud maji operandy
stejnou hodnotu

- Stejne jako SUB nastavi ZF, pokud je vysledek odecitani
nula

AN
|1
P|F

=]

AlVIR N A c
o(c|0(0|0(0|0|0|0|0 CMFO Olel0(F|1F

roT0O—




crackmel.exe — 3. instrukce JE

- 00401008 74 0C JE SHORT 00401016

- Jednobajtovy primarni opkod 0x74

- ref.x86asm.net/coder32.html#x74

- Mnemonic JE: Jump if Equal

- Mnemonic JZ: Jump if Zero

- SHORT znamena skok v rozmezi -128 a +127 bajtu
- Skupina opkddu 70-7F: 16 podminénych skoku Jcc
- 8-bit relative offset 0x0C

- Relativni offset se pricCita k registru EIP



http://ref.x86asm.net/coder32.html#x74

L
3. instrukce JE a reg. EIP podrobne

- EIP: Instruction Pointer Register

- EIP obsahuje virtualni adresu nasledujici instrukce, tzn. v
dobé spousténi instrukce JE je EIP 40100A

- Operace:
1f (ZF == 1)
EIP = EIP + sign extended relS8

- Kalkulace navésti (label) skoku: adresa instrukce JE je
401008, je dlouha 2 bajty:

401008 + 2 + 0C = 401016



crackmel.exe — 4. instrukce MOV

- 0040100A B8 14304000
- MOV EAX, OFFSET 00403014
- Viz 1. instrukce MOV

- OFFSET: MASM pfichut, dusledek analyzy — OllyDbg
rozeznal, ze jde o adresu, ne o0 nahodilou hodnotu

- Na adrese 403014 je retézec "Please patch me! ("



crackmel.exe — 5. instrukce MOV

- 0040100F B9 30000000 MOV ECX, 30

- Viz 1. instrukce MOV
- Pfipomenuti: opkdéd B9 = B8+r, kod ECX je 1



crackmel.exe — 6. instrukce JMP

- 00401014 EB OA JMP SHORT 00401020

- ref.x86asm.net/coder32.html#xEB: JMP relS8

- Mnemonic JMP: Unconditional Jump

- SHORT znamena skok v rozmezi -128 a +127 bajtu

- 8-bit relative offset 0x0A

- Relativni offset se pricCita k registru EIP

- Kalkulace navésti skoku: 401014 + 2 + 0A=401020



http://ref.x86asm.net/coder32.html#xEB

crackmel.exe — 9. instrukce PUSH

- 00401020 51 PUSH ECX
- ref.x86asm.net/coder32.html#x50: 50+r PUSH rl6/32
- Skupina opkddu 50-57
- Ulozi hodnotu operandu na zasobnik ve dvou krocich:
ESP = ESP - 4
*ESP = ECX

- Zasobnik je zatim proste néjaka pamet, vic to neresime
- OllyDbg: zasobnik je vidét vpravo dole


http://ref.x86asm.net/coder32.html#x50

L
Parametry WInAPI MessageBoxA()

- Prototyp funkce z MSDN:

int WINAPI MessageBox (
~In opt HWND hWnd,
~In opt LPCTSTR lpText,
~In opt LPCTSTR lpCaption,
In UINT uTvype

) ;


https://msdn.microsoft.com/en-us/library/windows/desktop/ms645505(v=vs.85).aspx

L
Parametry WInAPI MessageBoxA()

- Odpovidajici instrukce PUSH

51 PUSH ECX ; uType
68 28304000 PUSH OFFSET 403028 ; l1lpCaption
50 PUSH EAX ; lpText

6A 00 PUSH 0 ; hWnd



Volaci konvence stdcall

- Konvence je videt v prototypu:
- 1nt WINAPI MessageBox ()

- WinDef.h (Windows SDKSs):
- #define WINAPI  stdcall

- MSDN stdcall calling convention
- Parametry jsou ulozené zprava doleva
- Zasobnik Cisti volana funkce
- Navratova hodnota je v registru EAX

- stdcall pouziva vetSina WIinAPI funkci



https://msdn.microsoft.com/en-us/library/zxk0tw93.aspx

L
Dalsi formy instrukce PUSH

- PUSH immediate value: bud 32bitova hodnota, nebo
znaménkoveé rozSifeny imm8 na 32 bitu

638 28304000 PUSH OFFSET 403028
oA 00 PUSH O



D
crackmel.exe — 13. instrukce CALL

- 00401029 E8 OEO000000
CALL <jmp. &user32.MessageBoxA>
- Trochu jinak:
- CALL 0040103C
- Jednobajtovy primarni opkod E8 CALL rell6/32
- Operace:
PUSH EIP
JMP 0040103C

- Tento CALL vola MessageBoxA () nepfimo pres JMP
umisteny na konci kddu, je to zalezitost importovani
funkci a assembleru MASM, toto ted neresime



L
Volani funkce: par CALL - RET

CALL func
func:

RET ; taky ,RETNY

- Operace CALL:
- ESP=ESP -4
- *ESP = EIP
- JMP func

- Operace RET:
- EIP =*ESP
- ESP=ESP + 4



L
OllyDbg: zakladni akce

- Step into (klavesa F7): dojde k prechodu na navesti CALL

- Step over (klavesa F8): krokovani pokracCuje az po
navratu z CALL

- Run (klavesa F9): spusti debugovany program, tzn.
nekrokuje ho

- Restart (Ctrl+F2): zabije aktualni sesn a nacte
debugovany program znovu; dobra vec, pokud
krokovanim dojdu donikam a potrebuju zacit znovu



L
Disassembling MessageBoxA()

8BEFF

595

8BEC
oA 00

FE75
FE75
FE75
FE75

ES8 AQOFFFFFFE

5D

14
10
0C
08

C2 1000

mov edi, edi

push ebp

mov ebp, esp

push O

push dword ptr [ebp+14]
push dword ptr [ebp+10]
push dword ptr [ebp+0C]

push dword ptr [ebp+8]
call MessageBoxExA

pop ebp
retn 10


https://blogs.msdn.microsoft.com/oldnewthing/20110921-00/?p=9583
https://blogs.msdn.microsoft.com/oldnewthing/20110921-00/?p=9583
https://blogs.msdn.microsoft.com/oldnewthing/20110921-00/?p=9583

L
MessageBoxA(): RETN 10

-C2 1000 RETN 10
- 0x10 = 16
- 16/4 = 4 DWORD parametry

- Pseudooperace:
ESP = ESP + 16

EIP = *ESP
ESP = ESP + 4



crackmel.exe — 15. instrukce CALL

- 00401030 E8 01000000
CALL <jmp. &kernel32.ExitProcess>
- Trochu jinak:
- CALL 00401036
- Viz predchozi instrukce CALL

- Jde o ukoncCeni procesu: funkce ExitProcess () V
knihovné kernel32.d11

- | kdyz nikdy nedojde k navratu, stejné se pouziva CALL a
ne JMP



L
OllyDbg assembler

- Assembluj MOV EAX, 5 na adrese 401000 (= EIP)

* OllyDbg - crackmel.exe - [CPU - main thread, module crackmel]

@Eile View Debug Trace Plugins OQOptions Windows Help ’Assemble _
Bl x| »| > 0] w31 HU| L] EM|wT|c|R|..|K| B|M|H| i |
00401000 BE& 00000600 mov eax, O 00401000 ImweaxE Ll
ee4elees | - 83F8 01 cap eax, 1 [ Keep size

po4e1e68 || -, T4 BC je short 664081816

0040100A |- B8 14304000 | mov eax, offset 00403011 [V Filrestwith NOPs Assemble Close |
0O48106F || - B9 20000000 mov ecx, 38

* OllyDbg - crackmel.exe - [CPU - main thread, module crackmel]
@ File View Debug Trace Plugins Options Windows Help

x| |+ w84 | U] L E|Mw| T c|R||K| B|M|H]| i

00401000 B8 05000000 mov eax, 5

ee4e10805 || - 83F8 01 cap eax, 1

ee4elees || - T4 6C je short 00481016
eeu4eleen || - B8 14304080 mov eax, offset 00483014

00401006F || - B9 30000000 mov ecx, 30




L
OllyDbg assembler

- Napr. nekoneCna smycka — instrukce MOV, SUB a JMP:
1. Assembluj MOV EAX, 5 na adrese 401000 (= EIP)

2. Assembluj SUB EAX, 1 na adrese 401005

3. Assembluj IMP 401005 na adrese 401008

- Zmeény se obarvi ¢erveng, super véc na uceni se opkodu

* OllyDbg - crackmel.exe - [CPU - main thread, module crackmel]

C| File View Debug Trace Plugins Options Windows Help

Bl x| »+|n] s34 U] L] E[M|w]T|c|R]..|K|] B|M[H| |
B8 05000000 mou eax, 5

00401005 83ES 01 sub eax, 1

00401008 | ~ EB FB jmp short 00401005
00401000 || - B8 14304000 mov eax, offset 00403014
0040100F || - B9 30000000 mou ecx, 30




R - :
Instrukce INT3; NOP; ADD [EAX], AL

« CC INT3

- Vypln koédu (i dat) na mistech, kam se nema dostat rizeni
- Zpusobi ladici vyjimku; tu ted nefeSime

- 90 NOP

- No OPeration
- Vypln pro zarovnani kodu

- 0000 ADD [EAX], AL

- Podezrela instrukce
- InicializaCni hodnota pfri alokaci pameti, nejde o kod



L
Shrnuti pojmu (1)

- Virtualni adresa

- Opkod, primarni opkod

- Mnemonic instrukce

- Operand instrukce

- Intel syntaxe vs. AT&T syntaxe

- Osm vSeobecnych registru

- Velikosti: DWORD, WORD, BYTE

- Orientace v primarnich opkodech

- Registr EFlags, Sest stavovych priznaku, pfiznak ZF
- Regqistr EIP, kalkulace navesti skoku
- Volaci konvence stdcall



L
Shrnuti pojmu (2)

- Volani funkce: CALL — RET
- Odstranovani parametrt ze zasobniku pomoci RET
- OllyDbg assembler



Shrnuti instrukci

- MOV

- CMP, SUB

- JE, Jcc

- JMP

- PUSH

- CALL

- INT3

- NOP

- ADD [EAX], AL



Problemy s oznacenim architektury

- Hromada zjednodusSujicich nazvu pro komplikovanou
architekturu:

- Intel
- |1A-32 architecture
- Intel64 architecture (novy ,,64-bit mode®)

- AMDG64 architecture

- X86 architecture, ,legacy mode”
- 64-bit x86 architecture (novy ,Long Mode")

- Microsoft
- X86
- X64



L
Crackme #1 (x64) by RubberDuck

A Please patch me! :{




x64dbg — crackmel x64.exe

Flle View Debug Plugins Options Help Jan 21 2016
CoE S0t T ED mgleRocrs B2 h sl EOEER 20
& cru |t Log [ Notes ® pBreakpoints | ## Memory Map | [ call Stack | L] seript | & symbols | <> Source | 4~ References 'S Threads | </ Snowman

OE——| 48 83 EC 08 sub rsp, 8 » |[ Hide FPu B

o Q0000001 rco1anal B2 00 00 00 00 mov eax, O [["rRax  0000000076C25900 <kernel32.BaseThreadIn

[P GEES, RBX  0000000000000000

--| 000000013FC0O100C| 74 11 je crackmel_x64.13FC0101F RCX 000007FFFEFD3000
| 000000013FCO100E| 48 B8 14 30 C0 3F 01 00{movabs rax, crackmel_x64.13FC03014 13FC03014:"Please patch me .
RDX  000000013FC01000 <crackmel_x64.EntryPoi

«| 000000013FC01018| BB 30 00 00 00 mov ebx, 30 REP 0000000000000000

«| 000000013FC0101D| EB OF jmp crackmel_x64.13FC0102E

RSP 000000000024FE98
RSI ~ 0000000000000000
RDI ~ 0000000000000000

000000013FC0101F| 48 B8 00 30 CO 3F 01 0Qmovabs rax, crackmel_x64.13FC03000 13FC03000:"Congrat reversel
000000013FC01029| BB 00 00 00 00 mov ebx, O
000000013FC0102E| 48 83 EC 20 sub rsp, 20
000000013FC01032| 48 €7 c1 00 00 00 00 mov rcx, O
00000001 3FC01039| 48 8B DO mov rdx, rax
000000013FC0103C| 49 B8 28 30 CO 3F 01 OO0/movabs r8, crackmel_x64.13FC03028 13FC03028:"Crackme #1 (x64.
000000013FC01046| 4C 8B CB mov r9, rbx

000000013FC01049| E8 18 00 00 00 <crackmel_x64.MessageBoxA>

R8 000007FFFFFD3000
R9 00000001 3FC01000 <crackmel_x64.EntryPoi
R10  0000000000000000
R11  0000000000000000
R12 0000000000000000

.
.
.
.
.
.
L]
*| 000000013FC0104E| 48 83 C4 20 a rsp, 20
| 000000013FCO1052| 48 83 EC 20 sub rsp, 20 ﬁi gggggggggggggggg
«| 000000013FC01056| B9 00 00 00 00 mov ecx, O R15 0000000000000000
»| 000000013FC01058| E8 00 00 00 00 call <crackmel x64.Rtl1ExitUserProcess>
«| 000000013FC01060| FF 25 9A OF 00 00 jmp gword ptr ds:[<&Rt1ExitUserProcess:>] .
«|000000013FCO1066| FF 25 A4 OF 00 00 jmp qword ptr ds:[<&MessageBoxAs] RIP  000000013FCO1000 <crackmel x64.EntryPoi
«| 000000013FC0106C| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk
«| 000000013FC0O106E| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk ;ELﬁGSPF 2002203000000244
«| 000000013FC01070| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk OF 0 SFO DFO
«| 000000013FC01072| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk CFO TF 0 IF1
«| 000000013FC01074| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk
«| 000000013FC01076| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk
«| 000000013FC01078| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk LastError 00000000 (ERROR_SUCCESS)
| 000000013FC0107A| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk Gs 0028 FS 0053
| 000000013FC0107C| 00 00 add byte ptr ds:[rax], al rax:BaseThreadInitThunk i
P RalalalalaVaVak Belalalah Na nn_nn ardd s mde A e Tl -1 vav el ar ATh A dATe S #Thiooal ES} 002B DS 0028
< | I | 3 CS 0033 SS 0028
rsp=24FE98
x87r0 00000000000000000000 STO Nonzero 0.00000000;
. text:000000013FC01000 crackmel_x64.exe:$1000 #400 <EntryPoint> x87rl 00000000000000000000 ST1 Nonzero 0.00000000
===, e - - -_ M ¥ Memoeen 0 ORARARAY
Dump 1 Dump 2 Dump 3 Dump 4 Dump 5 return to kerne .

000000000024FEAD| 0000000000000000
000000000024FEAS|0000000000000000
000000000024FEBD|0000000000000000
000000000024FEBS|0000000000000000
000000000024FECO|0000000000000000
000000000024FECE|0000000076DCA631 | return to ntdll
000000000024FEDO| 0000000000000000
000000000024FEDS|0000000000000000
000000000024FEE0|0000000000000000
000000000024FEES|0000000000000000

Address Hex ASCIT -
0000000076DA1000|48 8B 40 48 48 39 41 10|0F 84 25 D305 00 E8 6D|H.@HHIA...%0..em W
0000000076DA1010/4C 02 00 84 CO OF 85 20(D3 05 00 48 8B 8E 68 OL|L...A.. O..H..h.
0000000076DA1020/00 00 E8 D9 CA 04 00 41 [BA 01 00 00 00 41 8B D2|..8UE..A°....A.0
0000000076DA1030(48 88 CE E8 E8 13 02 00(E9 7A 02 03 00 48 89 5F|H.Ieée...éz...H._
0000000076DA1040|10 48 89 3B 44 89 6F 30(E9 62 CB 00 00 33 CO 48|.H.;D.00ébE. .3AH
0000000076DA1050(83 C4 28 €3 48 8B 5C 24 (08 33 CO C3 OF B7 47 E6|.A(AH.\§.3AA. -Ga
0000000076DA1060| OF B6 OC 18 |44 OF B7 OC |[4E 66 41 83 F9 61 OF 82|.9..D.-.NfA.la..
0000000076DA1070 D4 3B 06 00 |66 41 83 FO|7A OF 87 9C|3B 06 00 66|0;..FfA. Uz...;..
0000000076DA1080 |44 03 CD 41 OF B7 C1 OF [B6 OC 18 41 88 4B F3 E9|D.IA.-A.1..A.KGE

—+

0000000076DA1090|8A 56 00 00 |4C 8D 2D 65 |8F OF 00 48 |85 FF OF 84).V.. 00000000 LR 6000000000000000, o
000000000024FEF 8| 0000000000000000

0000000076DAT0A0 43 06 01 00 E9 FO 41 06|00 90 90 90 90 90 90 90|C. . .é&bA P i e et it m

0000000076DA10B0 41 BO 01 EB [0B 90 90 90 90 90 90 90|90 90 90 90(A".& i B 5

LonnoonoaFooasad oo A0 o0 oA A0 AD OO0 & ha I B I - N <~ Ad_CA Ao o4l L A yAwaTLL |

Command: Default ~

‘ Paused ‘ll'l‘3 breakpoint "entry breakpoint” at 000000013FC01000! Time Wasted Debugging: 0:02:45:55



L
crackmel x64: 1. instrukce SUB

- 000000013FC0100 48 83 EC 08 SUB RSP, 8

- Vypada jako alokace 8 bajtu na zasobniku

- Ve skute€nosti zarovnani zasobniku na 16 bajtu,
vynuceneé volaci konvenci (viz nasledujici slajdy)
- Komplikace pfi programovani v assembleru

- Jednobajtovy primarni operacni znak 0x83

- ref.x86asm.net/coder64.html#x83

- Nova vec: prefix 48 REX.W

- ref.x86asm.net/coder64.html#x48

- NejCastéjsi REX.W zvetsi velikost operandu na 64 bitu
- REX prefixy na x86 neexistuji



http://ref.x86asm.net/coder64.html#x83
http://ref.x86asm.net/coder64.html#x48

64-bit registers

- Sestnact 64bitovych vieobecnych registrli, kéd 0-15
(4 bity)

RAX RCX RDX RBX RSP RBP RSI RDI
0 1 2 3 = S 6 '/

R8& R9 RI10 R11 R12 R13 R14 RI15
8 9 10 11 12 13 14 15

- 64bitovy instrukCni ukazatel RIP



64-bit general-purpose registers

- RAX = 8877665544332211, velikost QWORD

- EAX: 44332211

- AX: 2211
 AL: 11
* AH: 22

- RSP — ESP — SP — SPL

- RBP — EBP — BP - BPL

- RSI - ESI - SI - SIL

- RDI — EDI — DI - DIL

- R15 - R15D - R15W - R15B

- Horni DWORD nejde adresovat a nema nazev



crackmel x64: 5. instrukce MOVABS

- 000000013FC0100 48 B8 1430C03F01000000
MOVABS RAX, 13FC03014

- Jednobajtovy primarni opkod 0xB8
- Prefix 48 REX.W

- Mnemonic MOVABS neexistuje, jde o MOV
- lidova tvorivost, odpovida to spravnéjSimu OFFSET v OllyDbg



crackmel x64: volani MessageBoxA

- Pfedavani parametru je zhruba vidét:
SUB RSP, 20

MOV RCX, O ; hWnd

MOV RDX, RAX ; lpText
MOVABS R8, 13FC03028 ; 1pCaption
MOV R9, RBX ; uType

CALL <crackmel x64.MessageBoxA>
ADD RSP, 20

- Prvni 4 parametry jdou vzdycky do registru RCX, RDX,
R8 a R9

- Ale co ten SUB/ADD RSP, 207



Volaci konvence fastcall

- Pozor, nejde o x86 fastcall, i kdyz je podobny
- Jeste jednou, konvence byva videt v prototypu:
- 1nt WINAPI MessageBox ()

- WinDef.h (Windows SDKS): #define WINAPI
- tentokrat je to ,prazdna“ hodnota, vSechno je fastcall (s vyjimkami)

- MSDN x64 fastcall calling convention

- Prvni 4 parametry jsou v registrech, ale na zasobniku
musi byt tak jako tak alokovany prostor, dalSi jdou na
zasobnik jako u stdcall

- Alokace a uvolnéni 4 parametru pomoci
SUB/ADD RSP, 20
- 0x20 = 32 = 4*8



https://msdn.microsoft.com/en-us/library/ms235286.aspx

fastcall a zarovnani zasobniku

- MSDN: The stack will always be maintained 16-byte
aligned

- Vstupni bod programu je vlastne vstupni bod funkce
malin ()

- Volani funkce zrusi zarovnani na 16 bytu:

1. Pred provedenim CALL je zasobnik zarovnany na 16

bytu
2. CALL provede PUSH RIP (8 bytu)

3. Na vstupu do funkce je potreba zasobnik znovu
zarovnat pomoci SUB RSP, 8



https://msdn.microsoft.com/en-us/library/ew5tede7.aspx
https://msdn.microsoft.com/en-us/library/ew5tede7.aspx
https://msdn.microsoft.com/en-us/library/ew5tede7.aspx
https://msdn.microsoft.com/en-us/library/ew5tede7.aspx

crackme1 x64: volani ExitProcess

- ExitProcess() ma jenom jeden parametr, ale na zasobniku
je potreba vzdycky alokovat 4 parametry:

SUB RSP, 20 ; 4*QWORD
MOV ECX, O
CALL crackmel x64.RtlExitUserProcess



L
Shrnuti pojmu (x64)

- 16 64bitovych vSeobecnych registru
- 64bitova virtualni pamet, registr RIP
- Velikost QWORD

- Volaci konvence fastcall

- Zarovnani zasobniku

- Prefixy REX



Domaci ukoly

1.

Cracknéte crackme1 (x86 i x64) podle navodu v Clanku
Nebojte se reverzniho inzenyrstvi |.

Cracknéte crackme1 jeste jinak nez podle navodu

Pokud v crackme1 zménite instrukci CMP na SUB, jaky
vliv to bude mit na funkCnost programu?

Prepiste crackme1 do vyssiho jazyka podle vaseho
vyberu

Vytvorte pfimo v OllyDbg assembleru co nejkratsSi kod,
ktery zpusobi vyCerpani paméti zasobniku


http://sec-cave.cz/2015/10/nebojte-se-reverzniho-inzenyrstvi-i/

